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Abstract

This paper aimsto givea technicaltour of Samba,how it's integratedwith Apple's
OS X operating systemand a brief overviewof how Sambamight be used to ease
network administrationin a mixed-network environment.
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1 Intro duction

1.1 What is Samba?

SambaisanOpenSourceprojectoriginallystartedby AndrewTridgellin late1991to scratchan
itch. His itch wasto get Sunworkstationscommunicatingusingparts of the DECPathWorks
network protocols. Luckily for manyof us, his code alsoworked with Microsoft'sSMB client.

Sambahasmovedalonga great dealsincethoseearly days. At the time of writing, the
current versionof Sambafrom the samba.org websiteis 3.0.4. Apple's10.3.4patch bundle
shipswith a modi�ed Sambaversion3.0.2.

2 Overview of Windows networking concepts

2.1 SMB/CIFS

2.1.1 Overview

SMB (which standsfor ServerMessageBlock) is the namethat was originally givento the
Windows File and Print Services�le systemsupported by earlier versionsof the Windows
operating system. With later versionsof the protocol, it's namewas changedto CIFS(or
CommonInternetFile System).

It is important to understandthat the permissionsassignedto a share on a CIFShost do
not overridethe permissionsassignedby the operatingsystemat a lower level.Whena remote
userattemptsto accesssomeresourceson our local machineusingthe CIFSprotocol, Samba
will checkit's con�guration to make surethat we, the administrators, haveallowed that user
to accessthat resource.If that works, the useris allowed to establisha network connection
to that resource,but whetherthe usercan reador write to a particular �le on that share is
entirelyup to the underlyingoperatingsystem.

A featureof most modern network �le systemsis the conceptof �le locking. Consider
the problemsthat couldoccur if two userswere to write to the same�le at the sametime?
In somecases,this is safe. In others,devastating.Initially, manynetwork operatingsystems
implementeda method of locking �les that locked the whole�le whenit was being written
to. This disallowed other programsor usersaccessto that �le while it was in use. Many
implementationsalsoallowed other usersor programsaccessto that �le as long as they only
intendedto readfrom the �le (ie, makingno changes).

Thesedays,manysystemsallow byte-rangelocking. Byte-rangelockingallows a program
to hold a lock over part of a �le and not other parts, allowing anotherprogram to lock a
di�erent part of the �le that may not be locked.

In additionto usinglockingto maintaindata integrity, a featurewasaddedto CIFScalled
opportunistic locking or oplocks. Opportunistic lockingallows a CIFSclient to cachea local
copy of a �le while it's readingfrom it andwriting to it. Whenanotherclient wishesto deal
with that �le, an oplock breaksignalis sent to the �rst client (that holdsthe oplock on that
�le). That �rst client can then write it's changesbackto the serverand the secondclient is
allowed to start processingthat �le.
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Figure1: Byte-rangelocking

By allowingclientsto maintainlocallycachedcopiesof �les, performanceis increaseddue
to the network overheadthat hasbeeneliminated.Opportunistic locking is just a method to
allow that to happenat the right time. Figure2 brie
y demonstratesopportunistic lockingat
a high level.

2.1.2 Support within Samba

Sambasupports the SMB/CIFSprotocolsandhasdonefor sometime. Samba's�le andprint
serviceshavebeenconsideredstablefor sometime and dependingon who's benchmarks (if
any) you believe,Sambaon Unix can actuallyoutperform Windows NT and 2000doing the
samejob!

The implementationof the SMB/CIFS protocols is evenmore cleverin Sambathan it
seems.As part of the protocol, CIFShassupport for somequite complexfeatures. These
featuresinclude:

� Opportunistic locking

� File andbyte-rangelocking

� AccessControlLists (ACLs) / �le systempermissions

Theseare heavilyintertwinedwith the way WindowsNT andfriendstreat theseinternally.
Unixoperatingsystemssupport �le systempermissionsandvarious
avours of locking,but

quite often they are di�erent from other operatingsystemssuchasWindows.
Sambaimplementsthesesetsof �le systempermissionsand locking featuresexactlyas

anotherCIFS host (such as a Windows 2000 PC) would expect them to appear. Samba
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Figure2: Opportunistic locking

alsotranslatestheseCIFSnetwork featuresto the way the underlyingUnix operatingsystem
implementsthem. In somecases(suchas thoseUnix operatingsystemsthat support ACLs
andKernel-leveloplocks), it's a straightforward translation,but on manyUnix systems(such
asApple'sOS X), Sambaneedsto be quite cleverto do this translation.

Figure3 demonstratesthe fact that Sambaacts as a go-betweenbetweenWindows and
Unix network hosts.

It is for this reasonthat remoteCIFSusers(suchas Windows PC users)needto havea
local useraccountand may only accessresourceson that host that the Sambashare-based
permissionsallow and that the underlyingUnix permissionsallow.

2.1.3 Related con�guration parameters

Someof the relatedcon�guration optionsare not availableon all platforms Sambacan be
foundon.

� anythingparameterwith theword 'oplocks'in thenamefoundin thesmb.conf(5)manual
pagerelatesto opportunistic locking

� anythingother parameterthat containsthe word 'lock' in the namerelatesto access
locking

� likewise,any parameterwith a namethat contains'acl' relatesto accesscontrol lists
(acls).
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Figure3: Sambaactsasa go-betweenbetweenWindows andUnix network hosts

2.2 The Domain

2.2.1 Overview

Central to most Microsoft Windows-basednetworks is the conceptof a domain. A domain
providesa method of centrallymanagingsecurity andauthenticationthroughthe useof trust
relationships. Thesetrusts are formed between the workstationsand member serverson a
network and the network's DomainControllers.Thesetrusts allow the domainmember (the
workstationor member server)to passo� anyauthenticationor authorisationrequeststo the
DomainControllers.

A user who has a domainaccounton the domaincontrollersmay use the sameuser-
name/password pair (or otherauthenticationtoken) to accessresourceson otherhostswithin
that domain.

It's worth notingthat a Windows(or NT) domainis verydi�erent from a DNS'.com'-style
domain.The latter is primarily only a nameresolutionstructure.

Theseso-called'DomainControllers'comein two 
avours - Primary andBackupDomain
Controllers.Eachdomainhasa singlePrimary DomainController(or PDC) andmay haveany
numberof BackupDomainControllers(BDCs). The PDCis the onlyhoston the network that
may write to the useraccountsdatabase,sothis is whereaccountsarecreatedandmaintained.
The PDC regularly replicatesthe contentsof the useraccountsdatabaseto the BDCs. The
BDCsmay provideauthenticationandauthorisationservices,but cannotchangethe contents
of the useraccountsdatabase.

The BDCsprovidea levelof load-balancingby providingthoseauthenticationandautho-
risation services.They alsoprovidea crudeform of fault tolerance. If the PDC is unavail-
able,authenticationcanstill happen (becausethe BDC hasa read-onlycopy of the accounts
database),but changesto the useraccountsdatabase(suchasaddingnewaccountsor chang-

7



ing passwords) cannothappen.
It is alsopossiblefor onedomainto trust another(andviceversa).Allowingusersfrom one

domainto be ableto accessresourceslocatedin anotherdomainwithout needingan account
in that seconddomain.

Figure4: The Windows NT Domainnetwork model

2.2.2 Support within Samba

As far asdomainsgo, Sambao�cially supports the following in versionsgreaterthan 3.0.0:

� Acting asa Primary DomainController

� Acting asa BackupDomainController(evenwith a Windows PDC!)

� Forming a trust relationshipwith a domain;ie, actingasa DomainMember

� Forming a trust betweentwo domains

� Avoidingdomainsaltogether(often referredto asa Standaloneserver)
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2.2.3 Related con�guration parameters

� domain logons - Shouldwe serveauthenticationrequests?

� password server - tells Sambathe nameof the Primary DomainControllerto usefor
authentication

� security - tells Sambawhetherto useuser-levelor share-levelsecurity

� encrypt passwords- aretheotherhostsonthenetwork expectingencryptedSMB/CIFS
passwords?

2.3 Name resolution (WINS, bcast)

2.3.1 Overview

On a Windows network, WINS (or the Windows Internet Naming Service)is the primary
method for resolvingNetBIOSnamesto IP addresses.WINSwasoriginallyintendedto replace
DNS (the nameresolutionsystemusedby the internet), but with Windows 2000and Active
Directory, Microsofthasstarted usingDNS- providingWINSonlyfor backwardscompatibility.

Someof the major di�erencesbetweenWINSandDNS include:

� DNShasonly recentlyhadsupport for dynamicupdates.Prior to that, it wasnecessary
to manuallymaintaina static databaseof name-to-addressmappings.WINShasalways
had the capability of both dynamicandstatic name-to-addressmappings.

� NetBIOS namescan come in many 
avours. WhereDNS primarily dealswith host
names,NetBIOSnamescanactuallybe namesof computers,users,workgroupsor even
usersandnetwork services.

2.3.2 Support within Samba

Sambasupports both the WINSclient andWINSserverfunctions. It is evencapableof doing
DNS lookupsto answer WINSrequests.

2.3.3 Related con�guration parameters

� wins support - Act asa WINSserver

� wins server - usea particular host(s) for WINS lookups

� nameresolve order - set nameresolutionorder ('node-type' in Windows-speak)

� dns proxy - perform DNS lookupsto ful�l WINSrequests

On platforms that support the nameserviceswitch(libnss),standard Unix resolutioncan
be doneagainsta WINSserver.At this time, OSX doesn't support the nameserviceswitch.
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2.4 Browsing / Network Neighbourhood

2.4.1 Overview

SMB/CIFSbrowsingis not the samething aswhat you do with your web browser!
Supporting Microsoft Windows NT Serverin the Enterprise (Microsoft Press)describes

browsing to be the processof viewingall of the availablenetwork resources. SMB/CIFS
network browsingcanbe thought of, from a user'spoint of viewat least,asbeingsimilar to

icking throughthe Yellow Pagesphonedirectory. It's muchmore e�cient if you know what
you're looking for, becauseyou're able to look it up straight away and call them, whereas
with browsing,we're not always surewhat's out there,sowe havea 
ick throughthe browse
list and seeif we can �nd somethingsuitable. The front-endto this browsingprocessunder
Windows is called'Network Neighbourhood'.

There is a certain amount of structure behind this browsingstu�. In fact, there are a
number of di�erent typesof machinesthat participate in maintaininga list of machinesand
resourceson our network. Theseare:

� DomainMasterBrowser- This is the big, badmachinethat sitsat the top of a browsing
tree. It collectsbrowselists from otherMasterBrowsersandpropagatesthemdown the
chain

� Local MasterBrowser- The LMB maintainsthe browselist for it's own workgroupor
subnetandpropagatesrelatedinformationboth backup to the DMB andfurther down
the browsetree to the BackupBrowsers

� BackupBrowser - Thesemachinesacceptbrowse requestsand announcementsfrom
clients. They passany new entriesup the chain to the LMB and receiveinformation
about other parts of the network from the LMB.

Figure5 shows theserolesgraphically.
Theserolesare de�ned mostly by elections.If a machinecomesup on a network and is

a PDC, a PreferredMaster(the default for manyWindowsoperatingsystems)or cannot�nd
an LMB or DMB, it forcesan election. Eachoperatingsystemthat is ableto participate in
oneof theseelectionshasa factory-codednumber. This electionis just a caseof seeingwho's
number is the biggest.

This can happen quite frequentlyon a poorly con�gured network and it hasbeenknown
for someoperatingsystems(Windows98 for one)to ignore the resultsof theseelectionswhen
they lose- causingbrowsingmayhem.

Periodically thesemasterbrowserssort out amongstthemselveswhich new entrieshave
appeared in the browselist andcleanout old entries(from machinesthat haverebooted, for
example).This hasit's problems(the causeof whichI don't discussherein muchdetail). The
two most commonproblemswith this browsingprocessare:

� Operating systems,suchas Windows 98, ignoring the fact that they've lost a browse
electionanddecidingto keeptheir own copy of the browselist - e�ectively splitting the
browselist in two.
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Figure5: Windows network browsingroles

� Dueto the timing behindthe propagationof browseentries,it's not uncommonto have
to wait up to 15 minutesfor a machineor other resourceappear to in the browselist
andup to 51 minutesfor it to be removedafter a resourcebecomesunavailable.

It is for thesereasonsthat browselists(andtoolssuchas'Network Neighbourhood') shouldbe
treatedasa conveniencewhenthey work, but shouldneverbe usedasanykind of diagnostic

2.4.2 Support within Samba

Sambais able to take part in browseelectionsand act as any of the abovebrowsemasters.
Sambacanalsoquerybrowselists on a browsemaster.

2.4.3 Related con�guration parameters

� domain master - Whentrue, attempt to becomethe domainmaster

� local master - Whentrue, attempt to becomethe workgroupmaster

� preferred master - Whentrue, attempt to forcea browseelection

� os level - setsthe amountof clout that this host carriesin browseelections

2.5 Active Directo ry

2.5.1 Overview

Active Directory is intendedto succeedthe Windows NT Domainmodel. Active Directory
allows more complexorganisationalstructuresthan are easilymaintainableunder the NT
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domainmodel.
Someof the key di�erencesbetweenActive Directory and the NT domainmodel are:

� Active Directory providesan LDAP interface to much of the data stored in Active
Directory (suchasuseraccountandhost information)

� Active Directory prefersDNS overWINS

2.5.2 Support within Samba

At the time of writing, the only way a Sambahost can participate in an Active Directory
network is asa member. Directory controllersupport is not yet supported. Sambais ableto
participate in a nativeActive Directory network, so the directory controllerdoesnot needto
be con�guredin mixedmode.

2.5.3 Related con�guration parameters

� security - May be set to 'ads' for Active Directory

� password server - a list of AD serversto authenticateagainst

3 Con�guring Samba on OS X

We'll concentrateon con�gurationof Sambausingthe smb.conf(5) con�guration �le, rather
than Apple'sgraphicaladminstrationtools. The graphicaltools just manipulatethis �le and
this way we'll gaina better understandingof what's actuallyhappening.

The smb.conf(5) con�guration �le follows a basicformat that is easilyreadby humans,
aswell asbeingrelativelyeasyfor a pieceof software to parse. The �le syntaxis verysimilar
to that of the typicalWindows .INI �le.

Globalparametersare foundunderthe [global] section,whereasspeci�c sharesandtheir
attributesare set undertheir own sections.

3.1 Primary Domain Controller

Figure10containsanexampleof ansmb.conf�le asmight be foundon a Unixhostcon�gured
asan NT 4.0-compatiblePrimary DomainController.

Here'sa simpleexplanationof the parametersfoundin the examplein Figure10:

� netbios name- The computer'sNetBIOSname. It default'sto the computer'shost-
name

� workgroup - The nameof the workgroupor domainwe belongto. Sambadoesn't need
to di�erentiate betweenthe two (it works it out by itself)

� security - Set to 'user' to tell Sambato use user-levelsecurity, which it does by
authenticatingusersagainstthe smbpasswd�le (or optionallyPAM, LDAP or TDB).
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[global]
netbios name= OURPDC
workgroup = DOMAINNAME
security = user
encrypt passwords = yes

domain logons = yes
domain master = yes
preferred master = yes
local master = yes
os level = 65

wins support = yes

[netlogon]
comment= standard netlogon share
public = yes
writeable = no
path = /shares/netlogon

Figure6: Simpleexampleof an smb.conf�le for a PDC

� encrypt passwords- Post-NT4SP2,over-the-network password encryptionwasturned
on. It's possibleto turn that o�, but giventhat Sambasupports it, it's more straight-
forward to leaveit on. Turn it o� for compatibility with oldersystems.

� domain, local and preferred master - Should we attempt to start and win a
browseelection?

� os level - In a browse election, the computerwith the largest, errr, number wins.
Windows 2000is around64.

� wins support - Shouldwe act asa WINSserver?

Windows NT 4.0 PDCsby defaulthavea share callednetlogon , which is alsode�ned in
our smb.confexample.The netlogonshare only needsto be read-onlyin manycases,as it's
usuallyjust usedto serveout login scriptsanduserandgrouppolicy �les.

3.2 Backup Domain Controller

It's possibleto useSambaas a BDC in an NT-domain-style network. Figure 7 shows an
examplesmb.conf(5) �le.

The main di�erencesbetweenthis and the previousPDC example,are that we now have
the security parameter set to domain, indicating that we're a member of the domain.
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[global]
netbios name= OURBDC
workgroup = DOMAINNAME
security = domain
encrypt passwords = yes

domain logons = yes
domain master = yes
preferred master = yes
local master = yes
os level = 65
password server = OURPDC

wins support = yes

[netlogon]
comment= standard netlogon share
public = yes
writeable = no
path = /shares/netlogon

Figure7: Simpleexampleof an smb.conf�le for a BDC

Becausedomain logons are still set to true, Sambaworks out that we're a BDC (insteadof
a PDC or standard member server).The password server directiveallowsusto tell Samba
whereabouts to �nd the PDC.

3.3 Memb er Server or Workstation

To havea Sambamachinemake someof it's resources(�le and printer shares) availableto
other hostsin the domain,we make it a member of that domain.Figure8 shows us how.

In this example(Figure 8), we con�gure our member serverto usethe PDC and BDC
machinesas WINS servers.We also tell Sambato avoidbrowseelectionsand that we're a
member of a domainand that we can authenticateagainsteither OURPDCor OURBDC.
Domainlogonsare turnedo�.

The [homes] share tells Sambato automagicallyshare out eachuser'shomedirectory.
The valid users = %Sgrantsaccessto eachshare to the userthat owns it. For a share
calledfred (fred's homedirectory) fred will be the only userallowed to connectto that share.
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[global]
netbios name= FILESERVER
workgroup = DOMAINNAME
security = domain
encrypt passwords = yes

domain logons = no
domain master = no
preferred master = no
local master = no
os level = 1
password server = OURPDCOURBDC

wins server = 10.0.0.1 10.0.0.2

[homes]
comment= Users' homedirectories
valid users = %S
writeable = yes

Figure8: Simpleexampleof an smb.conf�le for a member server

3.4 Standalone host

For a standalonehost, we don't needto con�gure much at all. Figure9 shows an example
con�guration �le for a standalonehost, suchasa web server.

In this example,we seea speci�c directory (/var/www/html) shared out with the name
'website'. The '@webadmin'valueassignedto the valid users parametertells Sambato
allow connectionsfrom anyuserin the 'webadmin'group.

3.5 Active Directo ry member

Con�guringActive Directory is verysimilar to con�guring a Sambahost asa member server.
The only di�erencebeingthat the security parameteris set to 'ads'.

4 Samba security parameters

� interfaces / interfaces only - tells Sambato only acceptnetwork requestson a
particular set of network interfaces

� security - con�guresSambato usedi�erent methods of accesscontrol to resources
on our host
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[global]
netbios name= WEBSERVER
workgroup = WORKGROUP
security = user
encrypt passwords = yes

domain logons = no
domain master = no
preferred master = no
local master = no
os level = 1

[website]
comment= website share
valid users = @webadmin
writeable = yes
path = /var/www

Figure9: Simpleexampleof an smb.conf�le for a standaloneserver

5 Samba simple performance parameters

� kernel oplocks / level2 oplocks / oplocks - Theseparametersshouldbe left
on on most hosts,as they allow cachingof �les by clients. It may be necessary to turn
them o� if they causeproblems

� follow symlinks - Settingthis to a falsevaluecangivegreatperformancebene�ts at
the cost of somefunctionality. If you don't want Sambato follow Unix symbolic links
(shortcuts), turn this o�.

6 Command-line to ols

We'veseenApple'sshinyGUI, but there'sa suiteof usefulcommand-linetools that may be
usedto manipulateWindows machineoverthe network.

6.1 smbtree(1) and �ndsmb(1) nmblookup(1)

The smbtree(1) commandcan map a network of workgroups,computersand shares into a
simpletree diagram.Figure11 shows an exampleusingthe smbtree(1) command.

�ndsmb(1) is a perl script includedwith Sambathat can probe the network looking for
SMB/CIFShosts.Figure6.1 givessomesampleoutput of the �ndsmb command.
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[global]
netbios name= FILESERVER
workgroup = DOMAINNAME
security = ads
encrypt passwords = yes

domain logons = no
domain master = no
preferred master = no
local master = no
os level = 1
password server = ADSPDC

wins server = 10.0.0.1 10.0.0.2

[homes]
comment= users' homedirectories
writeable = yes
valid users = %S

Figure10: Simpleexampleof an smb.conf�le for an Active Directory member

The nmblookup(1) tool is usedto NetBIOSnamelookupson NetBIOSnames. In the
exampleshown in Figure13, you canseethat it's possibleto perform a lookupon a computer
name,workgroupnameandeven�nd out whichhost is the masterbrowser.

6.2 mount(1)

Figure14 demonstrateshow to mounta remoteWindowsshare underOSX. The umount(8)
commandis usedto unmount the share. In the example,we are askingSambaand OS X
to make the resourcesunder the mgeddesshare on the laptop serveravailableunder the
local /mnt/remote directory as the usermgeddes.The 'mgeddes'before the '@' sign is the
username,whereasthe other is the share name.

6.3 smbcquotas(1) and smbcacls(1) and net(1)

smbcacls(1) allowsusersto remotelysetaccesscontrols(ACLs)on remote�lesystemobjects
(suchas�les anddirectories). Figure16 demonstrateshow to display andset accesscontrols
on a remote�le.
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diving:~ matthew$ smbtree -U testuser
Password:

TELLURIAN
\\DIVING Mac OSX

\\DIVING\matthew User HomeDirectories
\\DIVING\ADMIN$ IPC Service (Mac OSX)
\\DIVING\IPC$ IPC Service (Mac OSX)

MGEDDES
\\LAPTOPWindows2005 Server

Figure11: Output of the smbtree(1) command

diving:~ matthew$ findsmb

IP ADDR NETBIOSNAME WORKGROUP/OS/VERSION
--------------------------- --- ---- ---- ---- --- ---- ---- ---- --- ---- ---- -
10.0.0.225 LAPTOP +[MGEDDES][Unix] [Samba 3.0.0]
10.0.0.229 DIVING [TELLURIAN][Unix] [Samba 3.0.2]
10.0.0.20 PDC *[TELLURIAN] [Unix] [Samba 3.0.4]
10.0.0.21 BDC [TELLURIAN][Windows 5.1] [Windows 2000 LANManager]

Figure12: Output of the �ndsmb(1) command

6.4 testparm(1)

The testparm(1) commandshouldbe usedwhenchangesare madeto the smb.conf(1) �le
to ensurethat thereare no syntaxerrors. Figure17 demonstratesit's useandoutput.

6.5 smbstatus(1)

smbstatus(1) is a tool usedto display the statusof network sessionsto our Sambaservice.
It is alsocapableof showing open �les andand �le locksheld. Figure?? demonstratesthis.

6.6 smbclient(1)

Thesmbclient(1) utility may beusedin a similar fashionto the FTPcommand-linetool found
on mostoperatingsystems.It canbe usedfor transferring�les overthe SMB/CIFSprotocols.
It is alsooften usedfor viewingshareson a remotehost (with the -L switch)andautomating
the transferof �les from a Windows host.
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diving:~ matthew$ nmblookup diving
querying diving on 10.0.0.255
10.0.0.229 diving<00>

diving:~ matthew$ nmblookup tellurian
querying diving on 10.0.0.255
10.0.0.229 diving<00>

diving:~ matthew$ nmblookup -M -- -
querying __MSBROWSE__on 10.0.0.255
10.0.0.225 __MSBROWSE__<01>

Figure13: Sampleuseof the nmblookup(1) command

diving:~ root# mount -t smbfs //mgeddes@laptop/mgeddes/mnt/remote
Password:

diving:~ root# mount
/dev/disk0s3 on / (local, journaled)
devfs on /dev (local)
fdesc on /dev (union)
<volfs> on /.vol
/dev/disk0s5 on /Volumes/Untitled 2 (local, journaled)
/dev/disk0s7 on /Volumes/Untitled 3 (local, journaled)
automount -nsl [304] on /Network (automounted)
automount -fstab [307] on /automount/Servers (automounted)
automount -static [307] on /automount/static (automounted)
//MGEDDES@LAPTOP/MGEDDESon /mnt/remote

diving:~ root# umount /mnt/remote

Figure14: Examplemountingan SMB share

7 Caveats

7.1 Unsupported features on OS X

Thetwo mainfeaturesthat arenot supported onOSX arePosixACLsandkernel-leveloplocks.
ACLsallow an administrator to grant somefairly granular accesscontrolsor security per-

missionson a �le or directory. This is how WindowsNT andNovellNetware treat �le-system
security, whereasmany Unix operating systemsstill use the conceptof users,groupsand
ownership.

Kerneloplocks,whensupported, are usedby Sambato handlecachingof shared �les by
clients. This savesSambahavingto do that itself and alsoprovidesbetter stability between
Sambaandother servicessuchasNFS.
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diving:~ matthew$ smbcquotas -U mgeddes//laptop/mgeddes
Password:
Quotas are not supported by the server.

Figure15: Examplesusingsmbcquotas

diving:~ matthew$ smbcacls -U mgeddes//SERVER/matt_test NTDomain2.png
Password:
REVISION:1
OWNER:SERVER\mgeddes
GROUP:SERVER\None
ACL:SERVER\mgeddes:ALLOWED/16 /READ
ACL:BUILTIN\Administrators :ALLOWED/16/FULL
ACL:NTAUTHORITY\SYSTEM:ALLOWED/16/FULL
ACL:SERVER\mgeddes:ALLOWED/16 /FULL
ACL:BUILTIN\Users:ALLOWED/16/ READ

diving:~ matthew$ smbcacls -U mgeddes-S ACL:mgeddes:ALLOWED/16/FULL //SERVER/matt_test NTDomain2.png
Password:

diving:~ matthew$ smbcacls -U mgeddes//SERVER/matt_test NTDomain2.png
Password:
REVISION:1
OWNER:SERVER\mgeddes
GROUP:SERVER\None
ACL:SERVER\mgeddes:ALLOWED/16 /FULL

Figure16: Usingsmbcacls(1) to viewandset remote�le permissions

7.2 Password encryption

Asof WindowsNT version4.0Servicepack2, passwordswerenolongersentacrossnetworksin
plaintext,exceptwhenthe password wasbeingchanged.The password was�rst sentthrough
a one-way password-hashingalgorithm and usedin a challenge-responsehandshake with the
server.The one-way hashingalgorithm usedwasdi�erent from anyof the hashingalgorithms
usedon Unix systems.As a result, it's not possibleto havepassword encryptionturned on
andauthenticateusingthe standard Unix PAM systemor the /etc/passwd �le.

It is possible,however,to usethe unix passwd sync and relatedoptionsto con�gure a
SambaPDC to update the Unix accountsdatabase,or evenan LDAP directory whena user
changestheir Windows password.
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diving:~ matthew$ testparm
Load smb config files from /etc/smb.conf
Processing section "[homes]"
Processing section "[printers]"
Loaded services file OK.
Invalid combination of parameters for service homes.

Level II oplocks can only be set if oplocks are also set.
Invalid combination of parameters for service printers.

Level II oplocks can only be set if oplocks are also set.
Server role: ROLE_STANDALONE
Press enter to see a dumpof your service definitions
^C

Figure17: Usingthe testparm(1) commandto checkthe smb.conf(5) �le syntax

diving:~ matthew$ smbstatus -B

Sambaversion 3.0.2
PID Username Group Machine
--------------------------- --- ---- ---- ---- --- ---- ---- ---- --- ---- ---

758 matthew matthew laptop (10.0.0.225)

Service pid machine Connected at
--------------------------- --- ---- ---- ---- --- ---- ---- --
matthew 758 laptop Tue Jun 29 12:52:29 2004

Figure18: Usingthe smbstatus(1) commandto viewopen sharesand locked �les
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matthew@laptop:Samba$/usr/local/samba/bin/sm bcli ent -U matthew //diving/matthew
Password:
smb: \> ls

. D 0 Tue Jun 29 09:53:05 2004

.. D 0 Tue Jun 15 10:24:58 2004

.bash_history H 5151 Tue Jun 29 08:33:25 2004

.CFUserTextEncoding H 3 Tue Jun 15 10:24:58 2004

.DS_Store H 12292 Fri Jun 25 17:09:55 2004

.profile H 19 WedJun 23 10:21:49 2004

.ssh DH 0 Tue Jun 22 19:52:10 2004

.Trash DH 0 Thu Jun 24 22:52:25 2004

.viminfo H 6069 WedJun 23 13:09:06 2004
cvs D 0 MonJun 28 15:49:23 2004
Desktop D 0 Thu Jun 24 22:52:25 2004
Documents D 0 Fri Jun 25 15:03:49 2004
Library D 0 Tue Jun 22 18:42:25 2004
Movies D 0 Tue Jun 15 10:24:59 2004
Music D 0 MonJun 28 20:43:44 2004

....

Figure19: Usingthe smbclient(1) commandto connectto a share
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